


CHINA: THE RISK TO ACADEMIA

plagiarism in 2008, its analysis of articles published over a two-year period found approximately 31% of papers exhibited 
“unreasonable” copying and plagiarism, according to the journal director.

Second, the Chinese government has historically sponsored economic espionage, and China is the world’s principal in-
fringer of intellectual property. The annual cost to the U.S. economy of counterfeit goods, pirated software, and theft of 
trade secrets is between $225 billion and $600 billion.

Lastly, while the vast majority of students and researchers from China are in the United States for legitimate academic rea-
sons and contribute to the diversity of backgrounds and ideas important in our society, the Chinese government uses some 
Chinese students—mostly post-graduate students and post-doctorate researchers studying science, technology, engi-
neering, and mathematics (STEM)—and professors to operate as non-traditional collectors of intellectual property. These 
Chinese scholars may serve as collectors—wittingly or unwittingly—of economic, scientific, and technological intelligence 
from U.S. institutions to ultimately benefit Chinese academic institutions and businesses.

Regardless of motive, this exploitation comes at great cost to U.S. interests. When these foreign academics unfairly take 
advantage of the U.S. academic environment, they do so at a cost to the institutions that host them, as well as to the greater 
U.S. innovation ecosystem in which they play a role. Directly or indirectly, their actions cost money, jobs, expertise, sensitive 
information, advanced technology, first-mover advantage, and domestic incentive to innovate.

The FBI values academic integrity and rules-based scholarship, and we recognize international academics infuse 
campuses—and greater U.S. society—with a diversity of ideas that helps fuel the continued growth of the U.S. econo-
my. According to the current numbers, immigrants—including many who first came to America as international stu-
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THE CHINESE GOVERNMENT USES A WHOLE-OF-SOCIETY APPROACH TO ADVANCE ITS 

ECONOMIC DEVELOPMENT, ACHIEVE GENERATIONAL ADVANCES IN RESEARCH AND 

DEVELOPMENT, AND SAVE MONEY. YOUR UNIVERSITY OR INSTITUTION’S PROFES-

SORS, STUDENTS, OR RESEARCH MIGHT BE TARGETED.

CASE EXAMPLE

An American aerospace engineering professor at a 

Michigan university accepted a Chinese student’s 

request to study with him. The student indicated 

she was a�liated with a Chinese civilian institu-

tion and expressed an interest in the professor’s 

work. However, her China-based address in the 

university directory corresponded to a college for 

Chinese military o�cers, and she had previous-

ly published an article about improving China’s 

anti-satellite technology. According to the profes-

sor, the Chinese student pressured him to reveal 

secrets about his work and was likely interested in 

research with military satellite applications.

This case describes how foreign adversaries like 

China sometimes task students to hide connec-

tions to a foreign government—in this case, a for-

eign military. To combat theft of technology and 

research, colleges and universities should consid-

er proactive steps to ensure students and faculty 

understand how to protect intellectual property 

e�ectively, how to share and protect information 

responsibly, and how to avoid potential threats or 

compromises before they arise. Universities, as 

stewards of taxpayer research dollars, should con-

sider implementing and enforcing clearer—and, in 

some cases, more restrictive—guidelines regard-

ing funding use, lab access, collaboration policy, 

foreign government partnership, nondisclosure 

agreements, and patent applications. Additionally, 

the more willing colleges and universities are to 

engage with U.S. law enforcement as issues arise 

and suspicious circumstances become noticed, the 

more likely it is that the FBI and its partners can 

help to mitigate risk or minimize damage to these 

colleges and universities.

Tactics Foreign Adversaries Use to Target U.S. Academia

Foreign adversaries leverage joint research opportunities, language and cultural training, unsolicited invitations, visiting 
students and professors, and state-sponsored industrial and technical espionage to support their military and commercial 
research, development, and acquisition. 

The tactics below all represent legitimate opportunities for your university or institution. However, foreign adversaries might 
use any combination of them to strategically target you and your work.

TALENT RECRUITMENT OR “BRAIN GAIN” PROGRAMS encourage the transfer of original ideas and intellectual prop-
erty from U.S. universities. For example, China’s talent recruitment plans, such as the Thousand Talents Program, offer 
competitive salaries, state-of-the-art research facilities, and honorific titles, luring both Chinese overseas talent and for-
eign experts alike to bring their knowledge and experience (or that of advisors and colleagues) to China. 

Association with talent recruitment plans by itself is not illegal; however, potential participants and their employers should 
be aware of legal issues that may arise as a result of participation, including violation of export-control laws, economic 
espionage, or violation of employer conflict-of-interest policies. A simple download of intellectual property or proprietary 
information has the potential to become criminal activity.

FOREIGN STUDENTS OR VISITING PROFESSORS are usually studying or working at U.S. universities for legitimate 
reasons. However, some foreign governments coerce legitimate students into reporting on the research they are doing in 
the Unites States—or even offer scholarships or funding in exchange for the information.
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LANGUAGE AND CULTURAL TRAINING opportunities can enable foreign adversaries to use universities not only to in-
crease their understanding of the local language and culture, but also to make contacts.

FUNDING AND DONATIONS provided by foreign adversaries can enable universities to establish cultural centers, sup-
port academic programs, or facilitate joint research while also fostering goodwill and trust between the donor organization 
and university. However, a foreign adversarial funding organization could place stipulations on how the programs or cen-
ters function or install its own recruits in positions with little or no university oversight.

ELICITATION of information about your research or work can come in many forms. A foreign adversary might try to elicit in-
formation by using flattery, assuming knowledge, asking leading questions, claiming a mutual interest, or feigning ignorance.
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CASE EXAMPLE

A Chinese-American employee at a U.S. universi-

ty established an internship placement service for 

American students interested in traveling to China 

for student exchanges. However, the employee was 

also knowingly in contact with a Chinese intelli-

gence o�cer who targeted American students for 

intelligence exploitation. The employee provided 

the intelligence o�cer with personal and identify-

ing information about American graduate students 

in China, including their travel logistics, contacts, 

and studies. The following year, the employee pro-

vided the Chinese intelligence o�cer with email 

communications between the U.S. university and a 
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For More Information


